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DETAILED ACTION 

1. This action is response to communications: application, filed 06/29/2001; amendment 
filed 02/21/2007. Claims 1-22 are pending; claims 1-3, 5, 1 1 are amended; claims 8, 10, 17-18 
are canceled 

2. Applicant's arguments filed 02/21/2007 have been fully considered; but Applicant's 
arguments are not persuasive; the previous rejection is retained; however a new rejection for 
amended claim 1 is provided according to new matters amended in the claim 

Response to Arguments 

3. The previous claim objection is withdrawn responsive to amendments to claim 5 

4. The previous 35 U.S.C. 1 12, first paragraph rejection to claim 1 1 is withdrawn 
responsive to amendments to claim 1 1 

5. Regarding to applicant's arguments with respect to the cited references do not disclose 
claimed feature of: "said data is rendered by said server" are not persuasive; Khidekel discloses 
private information stored in the secure server can be accessed and retrieved for modified by 
authorized users, see (Khidekel: [0025], lines 1 1-28) 

6. In response to applicant's argument that there is no suggestion to combine the 
Khidekel, the Coleman and the Heaven, the examiner recognizes that obviousness can only be 
established by combining or modifying the teachings of the prior art to produce the claimed 
invention where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in the art. 
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See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re Jones, 958 F.2d 347, 
21 USPQ2d 1941 (Fed. Cir. 1992). In this case, cited references teach the same area, such as, 
security client-server communication system, see (Khidekel: abstract; Coleman: abstract; 
Heaven: abstract); it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made combine Heaven's ideas of encrypting stored data into the Khidekel- 
Coleman's system in order to increase security for data management system: (Heaven: [0005]) 

7. In response to applicant's argument that there is no suggestion to combine the Khidekel 
and the Coleman, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention where 
there is some teaching, suggestion, or motivation to do so found either in the references 
themselves or in the knowledge generally available to one of ordinary skill in the art. See In re 
Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re Jones, 958 F.2d 347, 21 
USPQ2d 1941 (Fed. Cir. 1992). In this case, cited references teach the same area, such as, the 
client-server secure communication system, see (Khidekel: abstract; Coleman: abstract); it would 
have been obvious to a person of ordinary skill in the art at the time the invention was made 
combine Coleman's ideas of using trust machine into the Khidekel 5 s system in order to employ 
well-know standard into Khidekel' s system for saving development time and resource, and 
further to increase security for communication network: (Coleman: column 2, lines 65-67) 

8. In response to applicant's argument that there is no suggestion to combine the combine 
the Khidekel, the Coleman and the Athey, the examiner recognizes that obviousness can only be 
established by combining or modifying the teachings of the prior art to produce the claimed 
invention where there is some teaching, suggestion, or motivation to do so found either in the 
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references themselves or in the knowledge generally available to one of ordinary skill in the art. 
See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re Jones, 958 F.2d 347, 
21 USPQ2d 1941 (Fed. Cir. 1992). In this case, cited references teach the same area, such as, the 
client-server data management communication system, see (Khidekel: abstract; Athey: abstract); 
it would have been obvious to a person of ordinary skill in the art at the time the invention was 
made combine Athey 5 s ideas of storing information via following instructions into the Khidekel- 
Coleman's system in order to provide an efficient data management communication system: 
(Athey: [0010]-[0011]) 

9. In response to applicant's argument that there is no suggestion to combine the 
Khidekel, the Coleman and the Merchen, the examiner recognizes that obviousness can only be 
established by combining or modifying the teachings of the prior art to produce the claimed 
invention where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in the art. 
See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re Jones, 958 F.2d 347, 
21 USPQ2d 1941 (Fed. Cir. 1992). In this case, cited references teach the same area, such as, 
security and authentication communications in client-server communication system, see 
(Khidekel: abstract; Coleman: abstract; Merchen: abstract); it would have been obvious to a 
person of ordinary skill in the art at the time the invention was made combine Merchen's ideas of 
creating audit trail to records digital certificate and timestamp into the Khidekel- Coleman's 
system in order to increase security for data management system: (Heaven: [0081]-[0082]) 

10. In response to applicant's argument that there is no suggestion to combine the 
Khidekel, the Coleman and the Laursen , the examiner recognizes that obviousness can only be 
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established by combining or modifying the teachings of the prior art to produce the claimed 
invention where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in the art. 
See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) and In re Jones, 958 F.2d 347, 
21 USPQ2d 1941 (Fed. Cir. 1992). In this case, cited references teach the same area, such as, 
client-server secure communication system, see (Khidekel: abstract; Coleman: abstract; Laursen: 
abstract); it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made combine Laursen' s ideas of communication over wireless network into the 
Khidekel- Coleman's system in order to improve conveniences to the uses: (Coleman: column 2, 
lines 65-67) 

Claim rejections-35 USC § 112 

The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention 

11. Claim 1 is rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply with the 
enablement requirement. The claim(s) contains subject matter such as "trust services" which 
was not described in the specification in such a way as to enable one skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and/or use the invention. The 
correction is requested 
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12. Claim 1 is rejected under 35 U.S.C. 1 12, first paragraph, as failing to comply with the 
written description requirement. The claim(s) contains subject matter, such as "trust service" 
which was not described in the specification in such a way as to reasonably convey to one skilled 
in the relevant art that the inventor(s), at the time the application was filed, had possession of the 
claimed invention. 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

13. Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being incomplete for 
omitting essential structural cooperative relationships of elements, such omission amounting to a 
gap between the necessary structural connections. See MPEP § 2172.01. The omitted structural 
cooperative relationships are: Examiner does not clearly understand the right management 
engine applies and enforces user rights for communications between the server and what else 
network element(s). Furthermore, the claim does not clearly show communication structural 
bonding between elements (i.e. a server, a right management engine, a first storage, and a second 
storage) to convey the invention; the appropriate information is requested; 

14. Claim 1 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention; i.e. the examiner does not clearly understand the second storage used to time 
stamped and digitally signed audit trail of what type of communication data (ex. Authorization 
data /or data being stored at the server) 
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Claim rejections-35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 



Claims 1-2 are rejected under 35 U.S.C 103(a) as being un-patentable over Khidekel 
et al. (U.S. 2001/0027527) in view of in view of He et al. (U.S. 6,088,451) 
Regarding claim 1: 

Khidekel discloses the invention substantially as claimed, including a system, which can 
be implemented in a computer hardware or software code for communication data and protecting 
rights, comprising: 

At least one user device which communicates wirelessly and is capable of performing a 
mutual authentication with a server for receiving data: (Khidekel discloses authentication 
communications between a remote user and a secure server in order to determine if the remote 
user is authenticated to access files and/or applications stored at the secure server for processing 
electronic information transaction between them: [0005]-[0006]; [0019]) 

A rights management engine in communication with said server for applying and 
enforcing user rights associated with said data: (Khidekel discloses "an authentication server" 
which is equivalent to "a rights management engine" as claimed, which used to provide 
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authentication and validation of an entity that wishes to perform electronic information 
transaction with the secure server: ([00 19] -[0021]; [0035]; [0040]) 

A first storage device in communication with the server for storing said data: (Khidekel 
authentication communications between users and "a secure server" which shares functionality 
with "a first storage device" as claimed which contains electronic information such as patient 
records, account information etc. those are requested for accessing by the remote users: ([0025]; 
[0028]; abstract; [0032]; [0035]; [0040]) 

Trust services: (in Khidekel's system, a secure trusted transaction system is provided: 

[0019]) 

Wherein at least one user devices are separated from said rights management engine, said 
first storage device for storing said data and said second storage device for recording time 
stamped; wherein said data is rendered by said server: (in KhidekePs system, the remote user is 
located separately with authentication server, secure server, and records of time stamped; 
therefrom the remote authenticated user can access electronic information such as patient 
records, account information... etc those stored at the secure server: [0025]; [0028]; figure 1, 
items 40, 36, 12 and 24) 

However, Khidekel does not explicitly disclose including digitally signed audit trail 
In analogous art, He discloses method for using audit trail to identifying access user 
identifies and time of access request: (column 10, lines 55-67; column 11, lines 1-7; column 23, 
lines 1-35) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine He's ideas of using audit trail to identifying access user 
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identifies and the times of access requests into Khidekel's system in order to be able to imply a 
well-know technique into the Khidekel's system to provide a higher secure communication 
network, see (He: column 1, lines 1 1-29) 
Regarding claim 2: 

This claim is rejected under rationale of claim 1 

Claims 21-22 are rejected under 35 U.S.C 103(a) as being un-patentable over 
Khidekel - He in view of Heaven et al. (U.S. 2002/0188854) 
Regarding to claim 21-22: 

Khidekel - He discloses the invention substantially as disclosed in claim 1, but does not 
explicitly teach storing data in protected forms 

In analogous art, Heaven discloses method for storing data in encrypted formats: ([0007]; 

[0003]) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Heaven's ideas of storing data in protected forms with Khidekel 
- He's system in order to employing well-known standard into the Khidekel - He's system for 
saving development time and resource and to improve security for communication system 

Claim 3 is rejected under 35 U.S.C 103(a) as being un-patentable over Khidekel - He 
in view of Athey et al. (U.S. 2003/0208598) 

Regarding to claim 3: 

Khidekel - He discloses the invention substantially as disclosed in claim 1 , but does not 
explicitly teach a storage device for holding data which is released under instructions from said 
server 
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However, Athey discloses method for storing received information via following 
instructions, see (abstract) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Athey' s ideas of following instructions for storing data with 
Khidekel - He's system in order to be able to managing larger data, see (Athey: abstract) 

Claims 4-5 are rejected under 35 U.S.C. 103(a) as being unpatentable Khidekel - He 
in view of Laursen et al. (U.S. 6,065,120) 

Regarding claim 4: 

Khidekel - He discloses the invention substantially as disclosed in claim 1, but does not 
explicitly teach wherein said user device is a wireless communication terminal selected from the 
group of consisting of a mobile station, a WAP-capable cellular telephone, an extended markup 
language capable cellular telephone, or a cellular phone with a processor-based system 
connected to it 

However, Laursen disclosed the network channel could be used to transmit data between 
a cellular phone and data server: (column 9, lines 33-54) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Laursen's ideas of using cellular phone with Khidekel - He's 
system in order to provide a convenient and instant access to information being sough in the 
Internet, see (Laursen: [0073]) 

Regarding claim 5: 

Khidekel - He discloses the invention substantially as disclosed in claim 4, wherein said 
wireless terminal is "an always" connection is matched (column 9, lines 33-54) 
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Laursen disclosed user device such as cellular telephone what is an "always-on" device. 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Laursen 5 s ideas of using always-on machine with Khidekel - 
He's system in order to provide a convenient and instant access to information being sough in the 
Internet, see (Laursen: [0073]) 

Claims 6, 12-15 and 19-20 are rejected under 35 U.S.C 103(a) as being un-patentable 
over Khidekel et al. (U.S. 2001/0027527) in view of in view of Coleman (U.S. 5,717,756) 

Regarding claim 6: 

Khidekel discloses the invention substantially as claimed, including method, which can 
be implemented in a computer hardware or software code for communicating data from a server 
to a wireless user device and protecting rights therein, comprising: 

Authenticating identification of said server and said user device: (Khidekel discloses 
authentication communications between a remote user and a secure server in order to determine 
if the remote user is authenticated to access files and/or applications stored at the secure server 
for processing electronic information transaction between them: [0005]-[0006]; [0019]) 

Requesting data to be communicated from said server to said user device: (in Khidekel' s 
system, the remote authenticated user can access electronic information such as patient records, 
account information... etc those stored at the secure server: ([0025]; [0028) 

Authorizing said data to be communicated based on rights attributed to said user device 
in a rights manager engine separate from said user device: (in Khidekel's system, the remote user 
is located separately with "authentication server" which shares functionality with "a rights 
manager engine" as claimed, secure server, and records of time stamped; therefrom the remote 
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authenticated user can access electronic information such as patient records, account 
information... etc those stored at the secure server: [0025]; [0028]; figure 1, items 40, 36, 12 and 
24) 

Rending said data from said server to said user device wirelessly: (Khidekel discloses 
communications between the remote user and the secure server is wirelessly; in Khidekel 5 s 
system, the remote authenticated user can access electronic information such as patient records, 
account information... etc, those are stored at the secure server: [0005]-[0006]; [0019]; [0025]; 
[0028]; figure 1, items 40, 36, 12 and 24) 

Recording said authorization to provide for billing information: (Khidekel discloses 
method for recording user authentications, and it can be applied in business model/ consumer 
model; it would have been obvious to bill consumers for the received services from business 
providers: figure 1, item 24; [0020]-[0023]) 

However Khidekel does not explicitly disclose an audit trail 

In analogous art, Coleman discloses "a trust machine" which shares functionality with 
"an audit trail" as claimed: (abstract; column 8, lines 41-67; column 9, lines 1-15) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Coleman's ideas of trust machine into the Khidekel 5 s system in 
order to improve security for communication network: (Coleman: column 2, lines 65-67) 

Regarding claims 13-15 and 19: 

Those claims are rejected under rationale of claim 6 

Regarding claim 20: 

This claim is rejected under rationale of claim 19 
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Regarding claim 12: 

In addition to rejection in claim 6, Khidekel - Coleman further discloses data stored in a 
content storage connected to said server: (Khidekel: "secure server" which shares functionality 
with "a content storage" as claimed: figure 1, item 36) 

Claim 7 is rejected under 35 U.S.C 103(a) as being un-patentable over Khidekel - 
Coleman in view of Athey et al. (U.S. 2003/0208598) 

Regarding to claim 7: 

Khidekel -Coleman discloses the invention substantially as disclosed in claim 6, but does 
not explicitly teach a storage device for holding data which is released under instructions from 
said server 

However, Athey discloses method for storing received information via following 
instructions, see (abstract) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Athey 's ideas of following instructions for storing data with 
Khidekel -Coleman's system in order to be able to managing larger data, see (Athey: abstract) 

Claim 11 is rejected under 35 U.S.C 103(a) as being un-patentable over Khidekel - 
Coleman in view of Merchen (U.S. 2003/0088771) 

Regarding to claim 11: 

Khidekel -Coleman discloses the invention substantially as disclosed in claim 6, but does 
not explicitly teach recording authentication along with other information 

In analogous art, Merchen discloses audit trail records digital certificate with date/time 
and timestamp: ([0073]) 
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Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Merchen's ideas of using audit trail to records data with 
Khidekel -Coleman's system in order to provide a convenient communication system wherein 
the user can track records anytime, see (Merchen: [0073]) 

Claims 9 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable Khidekel 
-Coleman in view of Laursen et al. (U.S. 6,065,120) 

Regarding claims 9 and 16: 

Khidekel -Coleman discloses the invention substantially as disclosed in claims 6 and 15, 
but does not explicitly teach always-on device connection 

In analogous art, Laursen disclosed user device such as cellular telephone what is an 
"always-on" device: (column 9, lines 33-54) 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Laursen' s ideas of using always-on machine with Khidekel - 
Coleman's system in order to provide a convenient and instant access to information being sough 
in the Internet, see (Laursen: [0073]) 

The prior arts made of records and not relied upon are considered pertinent to applicant's 
disclosure. The following patents and publications are cited to further show the state of the art 
with respect to "System for protecting copyrighted materials": 63341 18; 6301660; 5032979; 
4672572 

Applicants amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Conclusions 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Lan-Dai Thi Truong whose telephone number is 571-272-7959. 
The examiner can normally be reached on Monday- Friday from 8:30am to 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Bunjob A. Jaroenchonwanit can be reached on 571-272-3913. The fax phone 
number for the organization where this application or proceeding is assigned is 571-273-8300. 



Application/Control Number: 09/893,589 



Page 16 



Art Unit: 2152 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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